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Background

Control Flow Hijack

Software Security

Control Flow Hijack

Occurs when an attacker gains control of
the instruction pointer

A few common hijack methods
@ buffer overflows
@ heap overflow
© format string attacks

Credit: a portion of the slides in this lecture are compiled from Dr. David Brumley and also
from book CSAPP
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Background

Control Flow Hijack

Software Security

[

computation + control

I ‘ Control Flow Hijack

@ Leveraging memory corruption vulnerabilities
@ Crafting special input (exploit):

Performing certain computation

Gaining the control of the program

Same principle, different mechanism

@ Code injection
@ Return-to-libc
@ Return-oriented programming (ROP)
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Background

Control Flow Hijack Defense

Software Security

Control Flow Hijack
Defense
Vulnerabilities (bugs) are the root cause of hijacks
@ Identify vulnerabilities with analysis tools (before attackers)

@ Prove program correctness

Mitigation Techniques:
@ Canaries — StackGuard
© Data Execution Prevention (DEP) /No eXecute (NX)
© Address Space Layout Randomization (ASLR)
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Background

Control Flow Hijack Defense

Software Security

Control Flow Hijack
Defense

Proposed defense scorecard:

| Aspect | Defense
Performance Smaller impact is better
Deployment Can everyone easiliy use it
Compeatibility Does not break libraries
Safety Guarantee | Completely secure to easy to bypass
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Canary-Based Protection

Canary Defense

Software Security

Wikipedia: “the historic practice of using canaries in coal
mines, since they would be affected by toxic gases earlier than
the miners, thus providing a biological warning system.”

Canary Defense

Canary / Stack Cookies
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Canary-Based Protection

Canary Defense

Software Security

"A"x68 . " \xEF \xBE \xAD\xDE"

#include<string.h>

int main(int argc, char **argv) {
char buf[64];
strcpy(buf, argv[1]);

Dump of assembler code for function main:
0x080483e4 <+0@>: push  %ebp
0x080483e5 <+1>: mov %esp,%ebp
0x080483e7 <+3>: sub $72,%esp
0x080483ea <+6>: mov 12(%ebp) , %eax
0x080483ed <+9>: mov 4(%eax),%eax
0x080483f0 <+12>: mov %eax,4(%esp)
0x080483f4 <+16>: lea -64(%ebp) ,%eax
0x080483f7 <+19>: mov %eax, (%esp)

0x080483fa <+22>: call 0x8048300 <strcpy@plt>

0x080483ff <+27>: leave
0x08048400 <+238>: rel

e Canary Defense

argv
argc

return addr

caller’s ebp

buf
(64 bytes)
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Canary-Based Protection

Canary Defense

int main(int argc, char **argv) {

Software Security

"A"x68 . " \XEF \xBE \xAD\xDE"

#include<string.h>

char buf[64];
strcpy(buf, argv[1]);

Canary Defense

} corrupted
overwritten 2 0l= bl =
Dump of assembler code for function main: overwritte
0x080483e4 <+@>: push  %ebp <— %ebp
0x080483e5 <+1>: mov %esp, %ebp %‘
0x080483e7 <+3>: sub $72,%esp S
0x080483ea <+6>: mov 12(%ebp),%eax =
0x080483ed <+9>: mov 4(%eax) ,%eax I
0x080483f0 <+12>: mov %eax,4(%esp) \.4
0x080483F4 <+16>: lea  -64(%ebp),%eax %
0x080483f7 <+19>: mov %eax, (%esp) ;
0x080483fa <+22>: call 0x8048300 <strcpy@plt> ‘ argv[l]
0x080483ff <+27>: leave Batt
0x08048400 <+28>: ret <— %esp
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Canary-Based Protection

StackGuard

Idea:

* prologue introduces a
canary word between
return addr and locals

Software Security

arg 2
arg 1 Q StackGuard
return addr
caller’s ebp
callee-save
CANARY

locals

<— %esp
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Canary-Based Protection

StackGuard

Idea:

 prologue introduces a
canary word between
return addr and locals

* epilogue checks canary
before function returns

Software Security

arg 2
argl
. StackGuard
return addr
caller’s ebp
callee-save

CANARY

locals
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Canary-Based Protection

StackGuard

Idea:

* prologue introduces a
canary word between
return addr and locals

* epilogue checks canary
before function returns

Wrong Canary => Overflow

Software Security

arg 2
arg 1 StackGuard
return addr
caller’s ebp
callee-save
CANARY

locals

<€<— %esp
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Canary-Based Protection

Software Security

gcc Stack-Smashing Protector

Dump of assembler code for function main:

0x08048440 <+0>: push  %ebp Compiled with v4.6.1:
0x08048441 <+1>: mov %esp,%ebp gce -fstack-protector -01 ..
0x08048443 <+3>: sub ©,%esp StackGuard
return addr
caller’s ebp
0x08048451 <+17>: mov 12(%ebp) ,%eax
CANARY
0x08048454 <+20>: mov 4(%eax),%eax
0x08048457 <+23>: mov %eax,4(%esp)
0x0804845b <+27>: lea -68(%ebp) ,%eax
0x0804845e <+30>: mov %eax, (%esp)

0x08048461 <+33>: call  @x 50 <strcpy@plt>

buf
(64 bytes)

0x08048477 <+55>:
0x08048478 <+56>: ret 18
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Canary-Based Protection

StackGuard

Software Security

Setting up canary

Before call to gets /* Echo Line */
d h
Stack Frame void echo()
i ! 0 StackGuard
formain char buf([4]; /* Way too small! */ ’
gets (buf) ;
puts (buf) ;
Return Address !

Saved tebp f—2ebp

Saved $ebx

Canary
r3fr21fraifrol] vue

Stack Frame

echo:
for echo
movl %gs:20, %eax # Get canary
movl %eax, -8 (%ebp) # Put on stack
2orl %eax, %eax # Erase canary
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Canary-Based Protection

StackGua

Checking canary

Before call to gets

Stack Frame

{

/* Bcho Line */
void echo ()

formain char buf[4]; /* Way too small! */
gets (buf) ;
puts (buf) ;
Return Address }
Saved Sebp  f— %ebp
Saved %ebx
Canary
3ife21feaiol] use
Stack Frame
echo:
for echo
movl -8 (%ebp), %eax # Retrieve from stack
xorl %gs:20, %eax # Compare with Canary
e .L24 # Same: skip ahead
call _ stack chk fail # ERROR
.L24:

57

Software Security

StackGuard
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Canary-Based Protection

StackGuard

Canary example

Before call to gets

Stack Frame
formain

Return Address

Saved Sebp

[— Zebp

Saved %ebx

03]e3]|74]00

[3])02])(11](0]

buf

Stack Frame
for echo

Input 1234

Stack Frame
formain

Return Address

Saved %ebp

Saved %ebx

03]e3|74]00

341333231

Stack Frame
for echo

(gck)
(gdb)
(gdb)
(gdi)
$1 =

run
stepi 3

0x3e37d00

break echo

print /x *((unsigned *)

Sebp - 2)

buf

Benign corruption!
(allows programmers to make
silent off-by-one errors)

Software Security

G StackGuard
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Canary-Based Protection

StackGuard

Software Security

Glibc
* Genarate random canary
* Exception handing function

StackGuard

#0 security init () at rtld.c:854

Ll HiEs
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Canary-Based Protection

StackGuard

Software Security

static void security_init (void) @ StackGuard

{

ifdef
THREAD SET STACK GUARD (stack chk guard);
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Canary-Based Protection

StackGuard

Software Security

static inline uintptr_t __attribute__ {(ah
uintptr_t ret;

ifdef
intfd = __open ("/dev/urandom", O_RDONLY); StackGuard
if (fd >= 0) {

 treslen=__read (fd, &ret, sizeof (ret));

ret=0;

unsigned char *p = (unsigned char *) &ret;
plsizeof (ret) - 1] = 255;

plsizeof (ret) - 2] ="\n";

return ret;
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Canary-Based Protection

StackGuard

Software Security

@ StackGuard

glibc-2.19/debug/stack _chk_fail.c

Hline 24

void

__attribute__ ({(noreturn))
_stack_chk_fail {void)

__fortify_fail ("stack smashing detected");
t

zwp@ubuntu:~/Desktop$ ./demo b.txt

Welcome to seclab!
**x* stack smashing detected ***: ,/demo terminated
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Canary-Based Protection

StackGuard

Software Security

Canary Should be HARD to Forge:

StackGuard

Random Canary

» 4 random bytes chosen at load time
» stored in a guarded page
» need good randomness

Random XOR canaries

Dept. of Computer Science,
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Canary-Based Protection

StackGuard

Software Security

Canary scorecard

StackGuard

| Aspect | Defense |

Performance Several instructions per function

Time: a few percetange on average
Size: can optimize away in safe functions
Deployment Recompile sufficies; no code change
Compatibility Perfect — invisible to outside

Safety Guarantee | Not really ...
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Canary-Based Protection

StackGuard Weakness

Software Security

Bypass: Data Pointer Subterfuge

Overwrite a data pointer first...

StackGuard Weakness
return addr
int *ptr; caller’s ebp

char buf[64]; EANARY
ptr

memcpy(buf, userl);
*ptr = user;

buf
(64 bytes)
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Canary-Based Protection

StackGuard Weakness

Software Security

Check does not happen until epilogue...
* func ptr subterfuge
* C++ vtable hijack

StackGuard Weakness

* exception handler hijack
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Canary-Based Protection

StackGuard Weakness

Software Security

Check does not happen until epilogue...
* func ptr subterfuge } pointGuard

StackGuard Weakness

* C++ vtable hijack

* exception handler hijack ey
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Canary-Based Protection

DiffGuard

Software Security

Hacking Blind

» The situation is common in C/S mode, that the server forks
a child process to service for client and the service
restarts after a crash.

» All the children processes inherit/share the same memory
layout from the parent process.

» The attacker can try in bounded time all the possible
values of canary(for SSP) and memory layout(for ASLR)
until the correct ones are found.

@ DiffGuard
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Canary-Based Protection

DiffGuard

canary
11 22 33 44 55 66 77 88

00

22

33

44

55

66

77

88

0l

22

33

44

55

66

77

88

22

55

66

77

osbsb

crash

crash

no crash

Software Security

DiffGuard
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Canary-Based Protection

DiffGuard

Software Security

A straight method is to update the canary when the parent (z0) oircuar
server forks the child process.

Any question?
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Canary-Based Protection

DiffGuard

Software Security

DiffGuard-EEiEF

LS
@ DiffGuard
TLS
} rebiLit
randon —} can3 randon } RAEM
L batter }mz b bt | cue
‘.“‘ cﬁ J_,—} canl “-‘\‘ ﬁ f } cant
canl
(a)rchehifcanary?EER SRR , F— (b)FEIRRERE , B canary25S
FEE IR WX
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Canary-Based Protection

DiffGuard

DiffGuard-Forking Program

Rie

random —} can3
canary

buffer } can?
can3 } canl
= |

canl

TLS

random

buffer

FiE

can3

canZ’

canl’

-

() ZsforkeRENARRT , EfcbrhcanaryfViE

can3’

canZ’

Software Security

@ DiffGuard

57
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Canary-Based Protection

DiffGuard

Software Security

DiffGuard-Forking Program

e FE
LS LS
e e DiffGuard
random —] ca3 : random |—’ can3’
canary ' canary |
: buffer ] can? buffer ] can2’
; can3 ]| canl 3 can3 | cant’
“\ can2 f‘ ] “‘ canZ f \;’
s, [ canl . J canl’

(A SFESFHZBESENCD |, ERETEREHRT |, 15

canary244
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Canary-Based Protection

Polymorphic Canary

Software Security

random
number

canary
push

________________ > canary
read
canary Polymorphic Canary

= cmp

TLS
® XOR
upper canary =

half
lower half canary

check canary [ 77 (—®

(a) Initialization of the canary in the TLS.
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Canary-Based Protection

Polymorphic Canary
Software Security

TLS

j—

upper half canary
lower half canary

Polymorphic Canary

check canary [~
""" previous
frames

]a

sseuppy

FUETT-BLIN

(b) Loading of Canary in function prologue.
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Canary-Based Protection

Polymorphic Canary

Software Security

TLS

?
7 — @ Polymorphic Canary

previous

frames
b AT ]a

(c) Verification of canary in function epilogue.
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Canary-Based Protection

Polymorphic Canary

Software Security

Parent Process Child Process

TLS TLS

Polymorphic Canary

)- )
} )

(d) The forked (child) process is a copy of the parent.
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Canary-Based Protection

Polymorphic Canary

Software Security

Parent Process Child Process

TLS TLS

new random number

@ Polymorphic Canary

) )
} IR

(a) Updating of canary in the child process.

Dept. of Computer Science,
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Canary-Based Protection

Polymorphic Canary

Software Security

Parent Process Child Process

LS LS

Polymorphic Canary

- J_J__J
- J _J_J

(b) Loading of canary in stack frame generated by child-process.
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Canary-Based Protection

Polymorphic Canary

Parent Process

TLS

TLS

Software Security

Child Process

a2 @ Polymorphic Canary

bLR§ P

)
[TV )

(c) Verification of canary in child-process’s stack frame.
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Canary-Based Protection

Polymorphic Canary

Software Security

Parent Process Child Process

LS TLS

@ Polymorphic Canary

(d) Verification of canary when execution reaches frames inherited from the parent.
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Canary-Based Protection

Polymorphic Canary

Software Security

:function prologue

55 push  %rbp
48 89 &5 mov Y%rsp, %rbp
48 83 ec 10 sub $0x10, %rsp
64 48 8b 04 25 a8 02 mov %fs:0x2a8, %rax
00 00
18 89 45 f8 mov
64 48 8b 04 25 b0 02 mov Polymorphic Ganar
P (%) polymorotic Garary
18 89 45 f0 mov Y%rax, —0x10 (%rbp)
-canary check
18 8b 55 f8 mov —0x8 (%rbp) , %rdx
18 8b Td 0 mov ), %rdx
18 31 fa xor %rdi, %rdx
64 48 33 14 25 a0 02 =xor %fs:0x2a0, %rdx
00 00
74 09 je Label
e8 80 fd ff ff callg <_ stack chk fail@plt
Label:
c9 leaveq
c3 retq
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Data Execution Prevention

Software Security

How to defeat exploits

0 Data Execution

Prevention

shellcode

computation + control
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Data Execution Prevention

Software Security

How to defeat exploits

@ Data Ex_ecution
ShEHCOd e Prevention
computation + control
Canary
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Data Execution Prevention

Software Security

How to defeat exploits

@ Data Execution
ShEHCOde Prevention
computation + control
\ J
Y \_v_l
DEP Canary
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Data Execution Prevention

Definition

Software Security

shellcode &buf

padding
@ Definition
Mark stack as
non-executable
using NX bit
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Data Execution Prevention

Definition

Software Security

shellcode padding &buf
Mark stack as O
non-executable
using NX bit
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Data Execution Prevention

Definition

Software Security

shellcode padding &buf
Mark stack as

non-executable
using NX bit

Definition

(still a Denial-of-Service attack!)
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Data Execution Prevention

Definition

Software Security

W~ X

shellcode padding &buf

Each memory pageis & =~
exclusively either
writable or executable.

(still a Denial-of-Service attack!)
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Data Execution Prev

Definition

Software Security

"A"x68 . " \xEF \xBE \xAD\xDE"(cannot be executed)

#include<string.h>

int main(int argc, char **argv) {
char buf[e4];
strcpy(buf, argv[1l]);

} corrupted

gl Ygted=y OXDEADBEEF

Dump of assembler code for function main: overwrittert
0x080483e4 <+0>: push  %ebp
0x080483e5 <+1>: mov %esp,%ebp
0x080483e7 <+3>: sub $72,%esp
0x080483ea <+6>: mov 12(%ebp) ,%eax
0x080483ed <+9>: mov 4(%eax),%eax
0x080483f0 <+12>: mov %eax,4(%esp)
0x080483F4 <+16>: lea -64(%ebp) ,%eax
0x080483f7 <+19>: mov %eax, (%esp)
0x080483fa <+22>: call 0x8048300 <strcpy@plt> ‘ argv[l]
0x080483ff <+27>: leave Tl
0x08048400 <+28>: ret 2

:

<— %ebp

- [64 in total)

;

Dept. of Computer Science,
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Data Execution Prevention

DEP Scorecard

DEP scorecard

| Aspect | DEP

Performance With hardware support: no impact
Otherwise: reported to bel <1% in PaX

Deployment Kernel support (common on all platforms)
Modules opt-in (less frequent in Windows)

Compatibility Can break ligitimate programs
JIT compilers; unpackers

Safety Guarantee | Code injected to NX pages never execugted
But code injection may not be necessary ...

Software Security

@ DEP Scorecard
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Data Execution Prevention

Return-to-libc Attack

Software Security

. “Thin/eh?
Overwrite return address by Ry

address of a libc function fake arg 1

* setup fake return address fake ret adde
| &system()

and argument(s) | caller’sebp

* ret will “call” libc function (5) oo

No injected code!

Dept. of Computer Science,
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addr of buf
(0xffffd5d8)

caller’s ebp

buf[63] =

bufl0]—=

bu

-

@SheHcode

Software Security

\
\
oxffffds 18
\
\

l ASLR

Oxffffd5d8
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addr of buf
(0xffffd5d8) |\

caller’s ebp \

buf[63] —>|

buf[0]—

buf Oxf(ffd 618

§SheHcode

_|Oxffffd5d8

Ra"d%ﬁze,

addr of buf
(Oxffffd5d8)

caller’'s ebp

A Y
hY
\

buf

éSheHcode

. Oxffffe3f

Oxfiffég28
\

\
\

é

1
/
7/

Qops...

”

£
Oxffffd5d8

Software Security

ASLR
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addr of buf
(0xffifd5ds)

caller’s ebp

—
—

buf[63] —|

bufl0]—

buf

§SheHcode

Ox"(ffd 618

Oxffffd5d8

addr of buf
(Oxfftfd5d8)

caller’s ebp

g

\
X

buf

éSheHcode

Oxffffe3f

oxfiffég2s
\

\
1

|

1
/
/

Qops...

s

£
Oxffffd5d8

Software Security

ASLR

Dept. of Computer Science,
57 Nanjing University



Software Security

Traditional exploits need precise address

Stack-based overflows: location of shellcode

Return-to-libc: library address

Program: program’s memory layout is fixed
» stack, heap, libraries, etc

Solution: randomize address of each region

v

v

v

(5¢) AsLR

v
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Running cat twice

Software Security

c/self/maps | egrep '(libc|heap|stack)’

-p 082ac000 00:00 @

-xp 00000000 08:01 1750463
p 007155000 @8:91 1750463
-p 001560088 @8:01 1758463

Cheap]
/1ib/1686/cmov/1ibc-2.7.5
/1ib/1686/cmov/libe-
/1ib/1686/cmov/1ibe-2

102 @

@B628000 00:00 0
20000000 08:01 1750463

00155000 08:01 1750463
b7ef000e bTef2000 20156000 08:01 1750463

[stack]

@ ASLR

Cheap]
/1ib/i686/cmov/libc-2.7.
/1ib/i686/cmov/1ibc-2.7.
/1ib/i1686/cmov/1ibc-2
[stack]

[hf902000-bf917000 irw-p bffebdee 00:00 @

Dept. of Computer Science,
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ASLR

ASLR Randomization

Software Security

Background
Base address a Base address b Base address c

[ : 1 : 1 [ ; |

Program Mapped Stack

» Code + Heap + Main stack Data Exection

* Uninitialized * Dynamic .

data libraries

+ Initialized data § + Thread stacks eln
« Shared O

ASLR Randomization

Memory

Dept. of Computer Science,
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ASLR

ASLR Scorecard

Software Security

ASLR scorecard
| Aspect | ASLR |
Performance Excellent — ramdomize once at load time
Deployment Turn on kernel support
No recompilation necessary
Compatibility Transpartent to safe apps

(Position independent)
Safety Guarantee | Not good on x32, much better on x64
But code injection may not be necessary ...

ASLR
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