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Canary Should be HARD to Forge:

Random Canary
I 4 random bytes chosen at load time
I stored in a guarded page
I need good randomness

Random XOR canaries
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Hacking Blind
I The situation is common in C/S mode, that the server forks

a child process to service for client and the service
restarts after a crash.

I All the children processes inherit/share the same memory
layout from the parent process.

I The attacker can try in bounded time all the possible
values of canary(for SSP) and memory layout(for ASLR)
until the correct ones are found.
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A straight method is to update the canary when the parent
server forks the child process.

Any question?
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Traditional exploits need precise address
I Stack-based overflows: location of shellcode
I Return-to-libc: library address
I Program: program’s memory layout is fixed

I stack, heap, libraries, etc
I Solution: randomize address of each region
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Running cat twice
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